How secure is consumer loT?

Exploring crime associated with I0T, security features of devices and
consumers’ willingness to pay for security.
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The ‘Internet of Things’ (I0T) brings internet connectivity to every-
day electronic devices, allowing them to collect and share data over
networks. I0T devices in the home range from speakers and smart
televisions, to app-controlled burglar alarms and fridges. The loT
promises benefits in efficiency and functionality to make our homes,
offices and cities ‘smatrter’.

IoT devices have the potential to transform society, but they also
provide opportunities for crime. For example, some devices
(including ‘security’ cameras) lack basic password functionality or
allow the use of default passwords which can easily be guessed or
even found in online forums. A large number of I0T devices sold to
consumers lack basic cyber security provisions, leaving







The 10T is recognised as being widely insecure, in large part due to the
lack of security features built into devices. When security features are
available, consumers do not always use them. It is also hard for consum-
ers to ascertain what security devices provide before purchase. The table
below shows what information is communicated to consumers. The fig-
ures are based on information extracted from device manuals and online
materials in 2018 for 170 devices (searches were conducted for a further
100 devices but no online materials could be found).? These devices may
have further inbuilt features, but information about these was not available
to consumers prior to purchase. It is also possible that fewer features
were provided for the 100 devices for which no information was available.

The most commonly referenced features in manuals were account man-
agement and software updates. However, they were mostly discussed in
terms of product use and maintenance or functionality rather than product
security. For example, considering the third point in the CoP (keep soft-
ware updated) in particular, while this was frequently discussed, it was



Added security comes with
an increased cost to manu-
facturers. This work'®*!
found that consumers
would be willing to pay
more for added security,
but the amount depends
on the type of device. The
chart* shows estimates of
the proportion of the prod-
uct price that consumers
would be willing to pay.

However, willingness to pay is not dependent on the level of risk
reduction offered, suggesting that consumers would not pay
more for a higher reduction in risk.*

This work has implications for consumer loT security and the
implementation of the CoP. It has already informed the UK
Government’s Secure by Design agenda and helped to explore
policy options for addressing vulnerabilities in consumer 10T,
including a potential security labelling scheme.*®**

The loT offers potential for new types of crime. Preventing such
crimes should involve opportunities for consumers to make their
devices secure, either via regulation or a labelling scheme and
through greater security by design. Secondary to this is
exploring consumers’ capability, motivation and opportunity to
protect their devices and themselves, with awareness raising
interventions designed accordingly.

Consumer loT device manuals, or other materials available prior
to the purchase of devices, do not currently provide adequate
information about security features. Available security features
should be summarised in an accessible format to assist
consumer purchasing choices, and to enable scrutiny from
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