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Information  
Security 

 
 
 

Level: Independent 
 
 
 
Information Security Grade 7 
 
Typical Roles: Information Security Officer, Tier 2 SOC Analyst 

Transferable 
skills and 

competencies 
   
ANALYSING 
 
 
 
FOLLOWING  

 INSTRUCTIONS  
AND PROCEDURES 
 
 
PRESENTING AND  
COMMUNICATING 
INFORMATION 

Experiences 

Activities and responsibilities likely to be required when working at this level 
Provides guidance on the application and operation of elementary physical, procedural, and technical security  
controls; Explains the purpose of security controls and performs security risk and impact analysis for medium 
complexity information systems; Identifies risks that arise from potential technical solution architectures. Designs 

alternate solutions or countermeasures and ensures they mitigate identified risks; Investigates suspected attacks 

and supports security incident management. 
 

Personal and professional development 
Development options to consider when working towards this level 

(See pages 52-53)
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